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AR E RIS

51 bR =%E

I AE 2235 f WeLink-WeAccess.tar.gz 2 7 & I WeLink 2 2 f% 18 (=) IRss4s
ffiroot/ H3% &, AT 417 fir 28N R 4t weaccess:

# useradd weaccess -u 2001 -s /bin/false

5.2 izt X 48 18 1

FEAR S5 8% Bl P AT woetzleurldn 4, W15 IR (0147585400, T35 AH AR 45 2 AR N =
P EERIES . S ST IR 2528 FN A 2 7 6 BB KBS 1 75 B0 B R A

# wget https://open.welink.huaweicloud.com/weaccess/strategy/api/v3/auth

Use 1s \Ub]PLt to audit at any time by Huawei management.

[root@h -16 -30 ~]# wget htt pen.welink.huaweicloud.co
-2019-09-27 1_ - h elink.huaweicloud.com/wea

Pesn1v1hg open.welink. huawelcl (open.welink.huaweicl

Connecting to open.welink.huaweicloud.com (open.welink.huaweicloud.
HTTP request sent ting response... 475 status code 475
2019-09-27 15:03:33 ERROR 475: status code 475!

§ L,
B AT
# curl -i https://open.welink.huaweicloud.com/weaccess/strategy/api/v3/auth

[root@host-10-120-2-30 ~]# curl -1 https://open.welink.huaweicloud.com/weaccess/strategy/api/v3/auth
HTTP/1.1 475[status code 475
: CloudwAF
e: Fri, 27 Sep 2019 07:04:09 GMT

Content-Type: application/octet-stream
Content-Length: @

Connection: keep-alive

Set-Cookle: HWWAFSESID=24fb57628cd407875f; path=/
Set-Cookie: HWWAFSESTIME=156956 8774; path=/
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5.3 #if)Secret{E 2

I AR VT AT A N R, DUREL R R L By SR WeLink E B S &, Al
CL ARG - “WeLinkZ&REIE (=) 7 1A, #EANZEREE (S (WeAccess)
Ne & J5 & FHm .

https://welink.huaweicloud.com

fE WML TR “EET - “BE” L, KL SecretfE B RAFIFILR
N AGERBURI, AT ey < EER

Hm Bl ks R HAHRERE IhEE

EAREE

FEFE#R: 2ADD75CB37DD49D3BA3EB4620AF91BDB

EiH4: 2ADDT5CE37DD49D3BA3EB4620AF91BDB

Nl

FIzEiE: 153.3.216.100

Secret: caBecbd3-96f9-4703-a7bb-ab2ee2c76356| EFTFEEL
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ok

WeLink Z4f5iE (=) MEESD

BRBE (=) kS

MERERE (ZH) BRFE

6.1 BiEZES
(11 s3m8

XXXAZFREZRZR FBRENX)
mkdir -p /XXX/weaccess
In -s /XXX/weaccess /usr/local/weaccess

cd /root/

tar -zxvf WelLink-WeAccess.tar.gz

H= o W FH

chown -R weaccess:weaccess -/WeaCCeSS
6.2 BEZ=hxE (=ifF) RS
[RERYT:

YYY F3RERE|AYFE P Secret

# cd /root/weaccess/nginx

./deploy.sh install

#

# chmod -R 755 /usr/local/weaccess/
# cd /usr/local/weaccess/nginx/sbin/
#

./privatekeytool -pwd YYY -out ../conf/weaccess key.enc
L] i5tmm
fr e B IRSS, ATHUT I R A4

# ./deploy.sh uninstall

63EREE () BEE
o WHEEERE.
XXX B 48 B Sz iy 11 (G 9443), Y'Y B4 i St 5 P, FLA DLy i
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BRBE (=) kS

ok

WeLink Z4f5iE (=) MEESD

k.
# sed -1 "s/<PORT>/XXX/g" /usr/local/weaccess/nginx/conf/nginx.conf

# sed -i "s/<LOCAL IP>/YYY/g" /usr/local/weaccess/nginx/conf/nginx.conf

e DNS{ELBE.

A AN R DNSHR S5 48, AT a0 R dr 4

# sed -i "s/<DNSIP>/8.8.8.8/g" /usr/local/weaccess/nginx/conf/nginx.conf
Ak g RS A DNS R 45 88, PAT W1 R dr s

10 352

dns01. dns024%&FPARIDNSERF#MIIP, ZNIPATIESF

# sed -i "s/<DNSIP>/dns01 dns02/g" /usr/local/weaccess/nginx/conf/nginx.conf
o KAk AE P A Hxx.crtFI A Bxx . key b 4% % Jusr/local/weaccess/nginx/ssl H
5, PATIN R a4, EHIL “Enter PEM pass key” 275 Jafi N5 H5, 45 HT-xt

AAxx key N .

# cd /root/weaccess/nginx

# ./config-ssl.sh

[rootank Bl1l6ety fusr/local fweace iginx]# . Seonfig-
Enter PEM p:

writing RS
succeed nerypt data to file
dcanf fkey Enc

[RRETT

MR FSSLEWAIES, IS IMREXWLRIZEBITEXE.

6.4 ERIRZEE (ZH) RS

# cd /usr/local/weaccess/nginx
# pkill nginx

# ./nginx.sh start

# ps -ef | grep nginx

B 5 B R IR A B .

[root@nkgtsv25116ctx Ausri/localfweaccess/ngink/Ssbinl# ps -ef |grep nginx
root 1411 1 015:33 ¢ @ nginx: master proc . /nginx

nobody 30412 30411 08 15:33 ¢ ele O nginx: worker process
root 30429 5654 0 15:33 ptssl 00:00:00 grep --color=auto nginx

L1 sem
R IEIRS, WIHATI R A4
# pkill nginx

REARAS 05 (2023-04-26) 13



WeLink Z4f5iE (=) MEESD

6.5 Bt & FHLE 5

BRBE (=) kS

ok

PATW N4

# echo "/usr/local/weaccess/nginx/nginx.sh start &> /dev/null" >>
/etc/rc.d/rc.local

# chmod +x /etc/rc.d/rc.local
[rootenkgtsw26ll6cty Ausrslocal fweace

'shinl# ps -ef |grep nginx
root 20411 1 015

I nginx: master process . /nginx
) nginx: worker proce

nobody 30412 30411 @ 15:

root 20429 5634 00:00:00 grep --color=auto nginx

RIFRA 05 (2023-04-26) 14



WeLink Z 4251 (=) #HERES D ("]i%) #E Keepalived

7 (A]ik) HRE Keepalived

(1] 3308

HRARE P EEIR MBS RIS, RET A LUIZE;
EWMEPRRBEESUTHIEE, EEBHASZTRIBBLRM Keepalived, FfR WeAccess
BREBIE T A M.

7.1 EfZEKeepal i ved 5%

# cd /root/weaccess/keepalived
# ./deploy.sh install

L] s5m

T B RS, ATHATI N A

# ./deploy.sh uninstall

7.2 Bt BEKeepal ivedfRFZEE

(10 352

virtual_ip AXFIMREN FERFHAMELL IP, peer_ip ARANINIE—ERERE (&
) BREEEAIS 1P, local_ip AAMMLS IP, network_card Jl55 IP MR AIRI.

sed -1 "s/<unicast peer>/peer ip/g" /etc/keepalived/keepalived.conf

sed -1 "s/<virtual ipaddress>/virtual ip/g" /etc/keepalived/keepalived.conf
sed -i "s/<unicast src_ip>/local ip/g" /etc/keepalived/keepalived.conf

sed -i "s/<interface>/network card/g" /etc/keepalived/keepalived.conf

echo "localO.* /var/log/keepalived.log" >> /etc/rsyslog.conf

.

systemctl restart rsyslog

7.3 BEfKeepal ivedi 5%

# keepalivedctl start
# ps -ef | grep keepalived

H IR 5 B R s Keepalived iR 55 2 3

RERRA 05 (2023-04-26) 15



WeLink % 4[5l (=) #HEERSP ("Jik) #E Keepalived

eepalivedl# keepalivedctl start
[ |
eepalived]# ps -ef |grep keepalived

[root@n
keepalived -F -5

root
raot
root

keepalived -P -5 0O
grep --color=auto keepalived

7.4 BLE FHLE T

L
PATI T A 2
# echo "/usr/sbin/keepalivedctl start &> /dev/null" >> /etc/rc.d/rc.local

# chmod +x /etc/rc.d/rc.local

ARYRRAS 05 (2023-04-26)
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WeLink Z4f5iE (=) MEESD 6rUIE A4 L 3 3 1k

A |

5 E I R AR

[L] ssmm
REEETREFPHAMEERNRSSS IPOEE) MmO, KIESHLL: 172.19.96. 173 F0 443
swmOAG, BRSEFRIER .

¥k WeLink % &F5E (ZHF) Mo5as, SATUT a4 uEEE k-
# telnet 172.19.96.173 443

A0 B EERG B N B R AR A RN R R, A BN T S B AR R )«

root@nkgtsv2se7 7oty ~l# telnet 172.19.96.173 443
Trying 172.19.95.173. ..

Connected to 172.19,.95,173,
Escape character is '"]"'.

YRIRRA 05 (2023-04-26) 17



WeLink Z4f5iE (=) MEHESD REEHEREERE

9 REEEREAER

T AR T R FT R R R, DR P B R By 40 B i WeLink S &, sl
CLEARME” - “WeLink ZAREE ()7 AL AERETE (ZHF) (WeAccess)EL
AEG .

https://welink.huaweicloud.com

iE FEWelink —
SERRAEAIZEH REE m=RE
ss-Mail- SASEERR smTe= 2] e
_; N PeRkaE
witE
e Z2BRRR
Ve
= =S

9.1 REMKALE

658 Ak P ERHRAE RS HIE LK WeLink % 4F%5iE (BHF) RICHIA ML,

®  [SCHhE(AE): 45.X.X.X:443  WeLink Z 4%l (HF) MM AR
dk, FTCLRIPH AT LR, o 1 DASERR it

o [FRIHERMUG R “IrRAF” I,
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WeLink Z4f5iE (=) MEHESD REEHEREERE

9.2 ifalis B ETE

FRIEWRLE 1P BUE A2 NN, XL f5 2558 WeLink Z2B5E (=
M) Sk, Lban B IP A 10.X.X.X P B35 144 A XX enterprise.com,
CIONGS=R

® 103 HAiL “HK”.
® *enterprise.comJf H/2Ji%& “PIM 7,

FiSEE X FiaEa X
*gEmnE 10F * iHEAE | “.enterprise.com
LE= ORI I *xm © w5

9.3 ifjIa] ML ETE

P € A X R L 7 F fo 1 WeLink 2 7 s il it 2 2P 1E (M) K, ol AT
AP A R FH A SE RS 4BAG R X 73 o AN RN IR H TP 2 10. XXX Bl #3844
N XX.enterprise.com, AN ARG AL X 43 AT 4 R 40 SR BRI AT

® AP0, WAL “10.%/%7, Ak “RVFUIA .

® Ik X% F* enterprise.com, PhE “* enterprise.com/*”, Ak “ FLVFUIR 7,

SN x FERN X
=HMEE PR-ACL *HUEHR  ACL-FIR
*Eg 107 * & *.enterprise.com
*REiE 10% | * *Mik  *enterprisecom/ | *
ram © siraE RIDEE w3 @ AR R
=iE =3

9.4 75 o) I PRI

QU E AR 5L, e B % A A 5 2 BRI e 5 BA DT R AR
o i “GIdrdl” %, FRLEE MR,
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WeLink Z4f5iE (=) MEHESD REEREGER

® U GVEEL” Rl AN LA, IRHEALRR RIS A R R b O

B Y7 A AR .
ASRIBIREREE FAHHYER g
SEERR =5 R
HRMZFR [z
Test001 e ek
ffff mail.pmail huawei.com/*
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WeLink Z4fFiE (=) #EHRSP

Wi SR IE

10 fic B f5 3k

10.1

)

Mz EhxE (ZH) MEEEM

M2 ABEE (W) AR IP ¥ 443 di FHE@E M Gi H PASERR NHED .

#Fi: REFHTRE “MEFTHR", 10S FHATLE “iNetTools”,

Lhegg PN

ping: WKL T ELE, FoRLEEE (ZHF) AR IP A

& PingEN HE

FFE mE F=fi] EHERS

163.177.151.110 ‘ -¢ 5-w 300 ‘

PING 163.177.131.110 (163.177.151.110) 56(84) bytes of data,

64 bytes from 163.177.151.110; icmp_seq=1 ttl=55 time=18.7 ms
64 bytes from 163.177.151.110: icmp_seq=2 =55 time=16.7 ms
64 bytes from 163.177.151.110: icmp_seq=3 ttl=55 time=19.5 ms
&4 bytes from 163.177,151.110; icmp_seq=4 tt/=55 time=15.2 ms
64 hytes from 163.177.151.110; icmp_seq=5 ttl=55 time=11.4 ms

—163.177.151.110 ping statistics —
5 packets transmitted, 5 received, 0% packet Iossl time 4006ms
rtt minfavg/max/mdev = 11.486/16,373/19.569/2.870 ms

telnet: WRRBIU T ER, BREZERIE (=H) 1443 3 ] 5 (A]

& MEHEE HE

Frh e 3

163.177.151.110 ‘ 443 ‘

RS ik {ijm) L

0 163177151110 443

THRRRAS 05 (2023-04-26)
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WeLink Z4b4iE (=) MBS fic & )5 36 A1
A\ | (LY ARY —
10.2 ik £kxiE (%) BRSS
N B WeLink K5, FIHFEIREHBANANIK S HAE “HE”, EHES
HHEHE A ik — 2 IR B S AR 45 o8 B2, T: “https://172.19.96.1737, SRJ5 miil
XA . WS RE 1B % U i) R R I uEiE i .
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WeLink Z4&%iE (=) &S H

P

B %

11.1

11.2

ERTAMIP

HRN=AMN TP Rt

103. 143. 19. 130\103. 40. 12. 17\103. 45. 160. 167

RN AW TP &bt
122.112.208.0/24 139. 159. 208. 0/24
117.78.24.0/24 103. 31. 200. 0/24
49. 4. 56.0/24 119.3.117.0/24
119.3.116.0/24 124.70. 125.0/24
124.70. 126.0/24 116. 205. 4. 0/24
123.60. 238. 0/24 116. 205. 146. 0/24
123.60. 127.0/24 159. 138. 224. 32/27

ey Ml E B LR AR

A HITEIE AR AL (RS SSLAEFHIHTIR) -

https://www. huaweicloud. com/product/domain. html

B. HIHIEE SSL pLiE+
https://support. huaweicloud. com/qs—scm/scm 07 0001. html

ZE:

1. BEWELEREEEEEH & PREA 50 AN IP Hge A 8%), Rk
RELXTEHNZHLHTESR:

2. IEPFHAHA (xx. key) A (xxx. crt) B4, FEHTE B IEFIEHIERCHR
B AR, AHH CAFUEXTEAL BT EMEK -

SCRYRAS 05 (2023-04-26)

23


https://www.huaweicloud.com/product/domain.html

WeLink % 4:h5il (ZH) BERS

P

113 Z2kxE (=) HEBZRSEWN

AN ) H B ST EE 1R /ust/local/weaccess/nginx/logs/
MR HE: errorlog
Al 15 RkEE H&E: 1 error-log-archive/ H 5%
SERF UG ) H & weaccess access.log
Jisavilal Hi&: 7E weaccess access-log-archive/ H 5%
117ctx logsl# L1
G Jun

g2 ' Ilq
errur-lug-archlve
logrotate

1 ruut 0
1 nobody 0 6345 Jun 10 14:° ac Log
5 1q Bpr 3G PEACT og-archive

114 Z£kxE (=) HEKEFGZE

(1] s3m8
TdEFHRAKRBAELXBE, THSERILALXEPRAEAE.

RACHRARE H & errordog, AT zip X JFESCHH R0 4T 62

# cd /usr/local/weaccess/nginx/logs/

# zip error-10g-20200610.zip error.log

SREU s fidt H &, BN error-log-archive/ H = N X N H #AY gz SO
RESE 17 1A] H & weaccess_access.log, FHAT zip fiy 2 X 5 S0 R 46 1 60

# cd /usr/local/weaccess/nginx/logs/

# zip weaccess-access-20200610.zip weaccess access.log

RS HE, BEEHUH weaccess access-log-archive/ H 5%~ X R [8] (1] gz
B

11.5 Z4£bkE (=) HERRA

A, EEHE

ARYRRAS 05 (2023-04-26)
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WeLink % 4:h5il (ZH) BERS

P

11.6

MRWAEEHE: errorlog, R 0 £ 1 44} errorlog HEATEZEVARY, VAR H &R
{F1E error-log-archive/ H3x N, fRAFHIE 15 RIH .

BT 15 KRG HE:  error-log-archive/ H 3% N error.log-*.gz UM, flhn: 3RHEL 2020
6 9 HRkeS HEIESE errorlog-20200610.gz, [FN 9 SRR HEE 10 50
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/usr/local/weaccess/nginx/1
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